Human Resource Management (HRM)
FISMA/PIA Compliance Assertion Checklist

System Acronym: Date: (mm/dd/yyyy)
System Name:

I hereby assert that the information contained in this document is complete and accurate.

(CMO or PCA Signature)
Is this system operational?

[] YES — Date system became operational (mm/dd/yyyy)

[] NO - Date system is projected to become operational (mm/dd/yyyy)

Have you completed the Federal Information Security Management Act (FISMA) Process? (Located in DITPR)
[] YES —1I certify that an initial FISMA process was accurately completed for this system

[] YES — I certify that an annual review of this systems FISMA information has been performed and updated

] NO — (Include the reason for not having completed a FISMA Process) (See note 1)

What level of accreditation does the system have?

[] Authority To Operate (ATO) — (Include a copy of the ATO letter)

[] Interim Authority To Operate (IATO) — (Include a copy of the IATO letter)

[ ] None — (Include the reason for not having an ATO or IATO) (See note 2)

. Does this system collect, update, maintain, or exchange ‘“Personally Identifiable
Information’ (PII)?

[ YES — (Complete the “PII System Exchange Table” below showing systems that your system exchanges PII with)*
[ ] NO — (Finished - Checklist is complete)

Have you completed a Privacy Impact Assessment / Privacy Act (PIA/PA) template?

L] YES - (Include a copy of DD Form 2930)

[l NO - (Include the reason for not having completed a PIA/PA template) (See note 3)

Does this system have a System of Records Notice (SORN) on file w/DoD Privacy Office?

[] YES — SORN effective date: (mm/dd/yyyy) SORN ID:

[l NO — (Include the reason for not having filed a SORN for this system) (See note 4)

*Complete table row for each system exchanging PII with the system being considered for certification.

- PII System Exchange Table -

System Name System Acronym | System Owner Data Exchange Flow | DITPR ID

(See note 5) (See note 6)
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Note 1: For a certification package to be forwarded to the Certification Authority for consideration for funds, the system that is operational must have certity they
have accurately completed their FISMA process.

Note 2: For a certification package to be forwarded to the Certification Authority for consideration for funds, the system must have an Authority To Operate
(ATO) or and Interim Authority To Operate (IATO) in place prior to becoming operational.

Note 3: For a certification package to be forwarded to the Certification Authority for consideration for funds, the system must have a completed Privacy Impact
Assessment/Privacy Act (PIA/PA) template.

Note 4: For a certification package to be forwarded to the Certification Authority for consideration for funds, the system must have an approved System Of
Records Notification (SORN) in the Federal Register.

Note 5: Include an approved Interface Capability Document (ICD)/System Interface Agreement (SIA) or a plan for ensuring and ICD/SIA is in place prior to
implementation of the information exchange.

Note 6: If system owner is external to DoD, include an assertion letter signed by the system owner stating that the system is in compliance with 5 USC 552a
“Privacy Act of 19747, OBM M-03-22 “OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002” and provide a copy of their
System Of Records Notice.



